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a person who cheats or tricks others by 
persuading them to believe something 
that is not true. 









Forgery: a genuine document that  
has been unlawfully altered or 
produced 

Counterfeit: a copy of a genuine 
document 

Fake: an identity document that isn't 
officially produced or recognised 
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›  Solution Overview

SAS® Financial Crimes Suite
An enterprise approach for a unified defense against financial crime

ş��Better understand your overall exposure. Develop comprehen-
sive, cross-channel customer risk profiles using entity link analysis 
to identify complex patterns of behavior and suspicious associa-
tions among customers, accounts or other entities.

ş��Fight financial crime more effectively and efficiently. Moni-
tor more transactions and risks in less time with a system that 
integrates anti-fraud and anti-money laundering processes, 
and can run multiple scenarios and risk factors simultaneously.

ş��Reduce false positives. Only SAS uses predictive alert 
analytics to significantly reduce false positives by automat-
ing decisions and scoring risk to more accurately identify 
the greatest threats before beginning an investigation.

ş��Foster collaboration among fraud and AML teams. 
Centralized case management, a common repository for 
cross-channel data and shared workflow tools facilitate 
information sharing while reducing administrative costs.

Overview
Financial crime has been growing steadily, and multiple factors are 
to blame – global economic uncertainty, growth in organized crime, 
the relative anonymity of online and mobile commerce, etc. Most 
organizations take a fragmented approach to combating financial 
crime, with different departments using a variety of tools to work their 
own cases. Activity that spans departments and channels can easily 
be missed, leaving organizations vulnerable to even more attacks, as 
criminals constantly look for – and find – any weaknesses in a com-
pany’s defenses. SAS can help.

SAS Financial Crimes Suite offers a common analytics platform and 
module-based solutions that provide solid protection against losses 
resulting from financial crimes by increasing the effectiveness and 
efficiency of detection and prevention efforts.

How SAS® Can Help
SAS Financial Crimes Suite uses a common technology platform and 
a flexible approach to implementation that lets you add on solutions 
when needed, while reducing implementation time. This approach 
gives you a more efficient and cost-effective means of managing 
multiple business objectives while generating highly accurate results. 
With SAS Financial Crimes Suite, you get:

ş� High-performance anti-money laundering. Supercharged 
scenario tuning and what-if analysis reduce the time needed for 
scenario analyses from hours to just minutes, so investigators can 
more quickly identify and focus efforts on the most critical cases.

ş� Configurable alert management. A configurable alert manage-
ment hub unifies several solutions for a holistic view of work 
items, giving investigators a well-informed and efficient triage for 
more timely risk mitigation.

ş� Dashboard reporting. Analysts, investigators and managers can 
focus on and continually monitor key performance indicators in 
their specific areas of interest using the suite’s dashboard report-
ing capabilities.

ş� Cross-channel visibility. Entity link analysis offers cross-channel 
visibility and serves as common ground for information sharing 
and collaboration. You can develop comprehensive customer risk 
profiles, uncover previously unknown collusive activity, and better 
understand your overall exposure.

With SAS® Financial Crimes Suite, you can ...



A Hybrid Analytic Approach

Because no single method is foolproof, SAS takes a hybrid analytic 
approach that uses superior detection methods based on multiple 
analytic techniques for greater accuracy and better predictive perfor-
mance. These advanced detection capabilities include:

ş�� %XVLQHVV�UXOHV�IRU�DXWRPDWLFDOO\�ĭDJJLQJ�VXVSLFLRXV�DFWLYLWLHV�

ş��1HDU�UHDO�WLPH�WUDQVDFWLRQ�PRQLWRULQJ�

ş�� $QRPDO\�GHWHFWLRQ�IRU�XQFRYHULQJ�DEQRUPDO�SDWWHUQV�RI�EHKDYLRU�

ş�� 3UHGLFWLYH�PRGHOLQJ�IRU�LGHQWLI\LQJ�QHZ�RU�HPHUJLQJ�WKUHDWV�
based on previous threats.

ş��1HWZRUN�DQDO\VLV�IRU�OLQNLQJ�PXOWLSOH�SDUWLHV�WKURXJK�DVVRFLDWLYH�
behavior or common ownership.

ş�� $GDSWLYH�VHJPHQWDWLRQ�ZLWK�DGYDQFHG�QHXUDO�QHWZRUNV�

By using this multifaceted approach to analyze your data, you can 
more easily connect the dots between seemingly unrelated events, 
reveal hidden relationships  that you may otherwise miss and spot 
suspicious activities early in their life cycles.

Entity Linking

Entity linking through network analysis helps investigators identify 
behavior patterns among customers, accounts or other entities that 
only appear suspicious when viewed in a larger context across a com-
PXQLW\�RI�UHODWHG�DFFRXQWV�RU�HQWLWLHV��1HWZRUN�DQDO\VLV�JRHV�EH\RQG�
transaction and customer views to analyze activities and relationships 
within a network of related entities, such as customers who share 
demographic data or transactions.

Correspondent Banking Scenarios

A banking-specific data model includes correspondent banking 
scenarios to further strengthen detection methods in the high-risk 
category of correspondent banking. A relationship grid enables 
investigators to quickly assess details associated with correspondent 
banking alerts and the entities connected with them.  

Peer Group Anomaly Detection

3HHU�JURXS�DQRPDO\�GHWHFWLRQ�ŝ�ZKLFK�FRPSDUHV�DQ�HQWLW\ŔV�EHKDYLRU�
to its historical behavior, as well as the behavior of its peers – is also 
included. Multiple peer groups are supported, and the analytics pro-
vide outlier detection both above and below expected behavior.

Customer Due Diligence

Support for customer due diligence enables you to rate new custom-
ers and update existing customer scores in three primary categories 
– entity, geography and product type – based on key events that 
could affect the overall risk of the relationship. Customer profiles are 
reviewed systematically, and relevant parties within the bank are noti-
fied immediately if there are any changes. 

+LJK�3HUIRUPDQFH�$QDO\WLFV
Big data pouring in from both structured and unstructured sources 
can significantly hinder efforts to access relevant data quickly – and 
that increases the chance that critical information may be missed. SAS 
+LJK�3HUIRUPDQFH�$QDO\WLFV�H[WUDFWV�DFFXUDWH�LQVLJKWV�IURP�ELJ�GDWD�LQ�
shorter reporting windows, enabling greater collaboration and more 
efficient, effective investigations.

By applying sophisticated analytic techniques to all relevant data – not 
just a sample – you can detect previously unseen patterns, sentiments 
and relationships that may indicate suspicious activity far enough in 
advance to take decisive action to prevent or mitigate an undesirable 
outcome. 

Array processing lets you monitor multiple risks during a single pass 
of the data. You can also add numerous scenarios with little to no 
impact on processing time.

Challenges
ş� Growing volume of threats. Financial crimes are on the rise, 

making it difficult to overcome the associated information 
overload.

ş� Technology limitations. Current systems do not support 
robust analytical modeling, making it practically impossible  
to process and analyze information fast enough to make a 
difference.

ş� Siloed systems and processes. Detecting suspicious activity 
across the enterprise is especially difficult when different de-
partments do not share the same data sources or processes.

ş� Hindsight versus foresight. Business rules capture hindsight, 
not foresight; they are unable to detect emerging patterns of 
fraud and money laundering, and can miss crimes concealed 
in complex layering of transactions across channels, products 
and accounts.

ş� Limited resources. There aren’t enough resources available  
to investigate all suspicious activity, so many threats may  
go unaddressed. And shrinking budgets make adding 
resources – human or technological – highly unlikely.



The SAS® Difference 
ş� An enterprise approach. A single analytics platform lets you 

analyze all cross-channel enterprise data for seamless protec-
tion against financial crimes and regulatory noncompliance.

ş�� Industry-leading analytics. For nearly four decades, SAS has 
been the undisputed leader in business analytics, enabling 
organizations all over the world to obtain the best results, 
discover new insights and make confident, fact-based decisions – 
no matter how big the data nor how complex the analysis.

ş� A better customer experience with fewer false positives. 
Our patented signature approach lets you link and simul-
taneously monitor multiple accounts and programs of any 
type belonging to the same customer. False positives can be 
reduced by up to 76 percent, so there’s no need to sacrifice 
the customer experience for the sake of fraud detection.

ş��Excellence in high-performance analytics. SAS can handle 
your most difficult challenges and generate high-impact  
insights. We built our high-performance analytics with analytical 
workloads in mind so you can solve even the most complex 
problems quickly. 

ş� Constant vigilance. We have Centers of Excellence around 
the world staffed with experts in fraud, compliance and  
advanced analytics, across all industry sectors. By partnering 
with us, you’ll stay on top of the latest technology develop-
ments and evolving fraud trends.

ş� Flexible implementation. A common technology foundation 
and modular solutions mean that you can start where your 
needs are greatest and add on as needed. Multiple deployment 
options, infused with best practices from hundreds of success-
ful implementations, minimize your capital investment and 
simplify IT operations, while getting you up and running fast.

Enterprise Data Management
An enterprise approach to data management and consolidation 
ensures that your data is consistent, accurate and timely. Data integra-
tion, data quality and master data management are all combined in 
a unified environment that brings together cross-channel enterprise 
data – from all lines of business, organizational units and geographic 
regions – on a single platform.

Flexible Alert Management
A flexible alert management interface offers configurable access to 
multiple solutions. Users with the proper security permissions can 
access their customer due diligence, currency transaction reporting, 
case management and AML solutions – all from the same interface.

You can assemble alerts from multiple monitoring systems, associate 
them with common individuals or entities, and automatically prioritize 
and route suspicious cases based on the level of risk they pose.

In addition, the interface enables faster disposition of cases by 
enabling the efficient review of work items sent electronically to the 
system prior to creating or linking incidents to a case.

Centralized Case Management
SAS gives investigators the power, flexibility and task automation 
needed to streamline processes and improve the efficiency and 
effectiveness of investigations. With centralized case management 
capabilities, you can:

ş� &UHDWH�PXOWLSOH�DXWRPDWHG�ZRUNĭRZV�IRU�GLıHUHQW�W\SHV�RI�FDVHV�ŝ�
fraud, money laundering, etc. 

ş�� ,QFOXGH�WR�GR�OLVWV��DQG�PDNH�FHUWDLQ�DFWLRQ�LWHPV�PDQGDWRU\�SULRU�
to routing the case to the next step in the workflow. 

ş�� $WWDFK�FRPPHQWV�RU�GRFXPHQWDWLRQ�UHOHYDQW�WR�D�FDVH�

All information related to a case is captured and tracked through a 
central audit service, which enables easy auditing of the investigation 
process. And all information pertaining to investigations is searchable 
via a single search field. 
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